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La Community si incontra.

GLOBALEAKS

Free & Open Source Software for
Whistleblowing and Anti-Corruption
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Chi siamo - Dove andiamo e Cosa facciamo?
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https://globaleaks.org

Whistleblowing...everywhere
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https://www.globaleaks.org/implementations/

+25 languages
+200 projects worldwide


https://www.globaleaks.org/implementations/

2011, The Starting Point

WikiLeaks, Chelsea Manning, Collateral Murder

| just estimate there's probably about twenty of them.




Globaleaks: The Idea

Build a usable platform to support secure
and anonymous whistleblowing.

Worldwide.




2011’s Globaleaks vision

Transparency Activism Media

® NGO and informal activism organisations

® They will promote the GL node

e They will only promote the Glunoderand, ® Media outlets, Magazine and jJournalism
others will analyze the datd associations can setup a VB interface

e Advocacy on the importance of ® Collects Anonymous report by default
Transparency and accountability e Two real world use cases

® Corruption spotting

Public Agencies Private Corporations
® |Important tool to be integrated within the
® [nternal and external public WB services corporate organizational model
e USA IRS,US SEC, EU Antitrust ® Typically managed by internal audit
® |nvolve citizens into spotting tax evasion, ' ® Accountability mandated by the law
market manipulation, corruption; e Sarbanes-Oxley Act (USA)

malpractice in health and environmeént
® Digs 231 (ltaly)



Globaleaks Tech @

ubuntu

Backend: Python
(Twisted / Storm / Tor / python-cryptography...)

c© @& Tor

Frontend: JS
(AngulardS, Bootsrap, OpenPGP.js...)

<43
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State of the
Research

Designed for usability, GlobalLeaks enabled hundreds of

NGOs to create their own secure whistleblowing platform.

Current implementation now targets enabling those NGOs
to serve each several partner organizations or groups.

For this reason GlobalLeaks now offers:

e A multi-site (multi-tenancy) implementation;

e Integration with Let’'sEncrypt to ease HTTPS setup;
e Full features list at:

http://docs.globaleaks.ora/en/latest/Features.html

Read more about the documentation at:
http://docs.globaleaks.org/en/latest/
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http://docs.globaleaks.org/en/latest/Features.html
http://docs.globaleaks.org/en/latest/

Ok, ma alla fine chi lo usa questo software?

Veloce overview per farsi una idea...
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Italian platform
for whistleblowers.
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Journalism & Media



Investigative Journalism Digital Dropbox

e Investigative journalist groups acting on topics of public interest
e Journalistic investigation and fact-checking done in-house
e Publishing of scoops and articles

.%@

“TUN
PE

PRIJAVI ANONIMNO

WWW.PERUN.RS

The first \
Italian platform
for whistleblowers.

Safe & anonymous. m

Coordinate
release across

" multiple media
Select Category Fact Checking
Media Publishing

Send Tip Investigative
Journalism
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https://irpi.eu/irpileaks/
http://atlatszo.hu/magyarleaks/
http://www.perun.rs/

Multi-stakeholder Digital Whistleblowing

LEAKS

PubLeaks Foundation
* Media Consortium

42 media partners * IT infrastructure management
* National Media * Can’t access leaks

* Printed Journals * Provides technical support

* Online Media * Provides “Secure” Laptops
TV

* Local Media

Reports received in few months proved
* Abuse of power by politicians
* Abuse of public funds


https://publeaks.nl
https://publeaks.nl

IF only 1 media

l " ‘ Publishing
ﬂ ‘ Select Media PU Fact or|1 rT]:edia
ﬁ EAKS Checking platform

(web,
printed, tv)

d Tip

Max 3 in IF multiple media
parallel receive the leaks

out of 42

* Embargo Period

Key Points: * Cooperation Rules

e Stimulate cooperation MUST write that
e Stimulate competition source came
» Whistleblower select recipient based on the media’s reputation from Publeaks
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A propos de Sourcesure
Questions / Réponses
@. e

SOURCE
SURE

Le site d’envoi anonyme de

documents vers les médias

VOUS POSSEDEZ VOUS SOUHAITEZ VOUS POUVEZ

DFSINFORMATIONS ~ LES ENVOVER SELECTIONNER

CONFIDENTIELLES ANONYMEMENT 05 DESTINATAIRES
AUX MEDIAS

MEDIAS PARTICIPANTS

fellionde
francetvinfo B()Bg

reor® __LE SOIR |

https://www.sourcesure.eu
By Le Monde, La Libre, Rtbf, Le Soir... (“Francophone PubLeaks”) 20



https://www.sourcesure.eu

Una platafg
al servicio de la ¢ ¥ - orfiaciofde fiterés pablico -

o

- . N &

MEXICOLEAKS

Una plataforma digital para compartir
informacion de interés publico

PRESENTACION

Martes 10 de marzo, Centro de Cultura Digital.
Paseo de la Reforma s/n esquina Lieja, Col. Juarez.
10:00 horas

https://mexicoleaks.mx
PublLeaks Mexico (w/multiple Mexican Media, financed by Free Press Unlimited
with organization by Association Whistleblowing Press)



https://mexicoleaks.mx

_.))) ﬂltl’a la PORTADA SOBRE RED COMO FUNCIONA POR QUE HACERLO

ESIMPOSIBLE CORRES
CUANDO i
LTRALA ES UNA PLATAFORMA INDEPENDIENTE
DENUNCIA CIUDADANA, PUESTA A SERVICIO DE LASOCIEDA

A TRAvés DE LA CUAL CUALQUIER PERSONA PUEDE ENVIAR ENVIAR
DE MANERA SEGURA NIMA INF*ION QUE DOCUMENTOS
DEMUESTRE CRIMENES, [ 5, CORRUPCIONTABUSOS

=
INFRACCIONES POR PARTE DE INDIVIDUOS, EMPRESAS O
[ J INSTITUCIONES

PN
Diagonal a i

CALM £3Civio
AND
- https://filtrala.org
"))) fl ltra'la “PubLeaks Spain” @filtrala with more than 5

Spanish media partners and NGOs, organized
.......................... by Association Whistleblowing Press
whistleblower concept

22


https://filtrala.org

Colaboradores

FUNDACION

I, -
B AWP | Sisitiioning e

Truth is a human right

cLudUuoul
TRANSPARENTE

October 9, 2017

Alexis Mera emails reveal manipulation of legal proceedings in the Constitutional
Court

The following emails, exchanged between Alexis Mera, then Legal Secretary of the Presidency, and Carlos Cortaza, lawyer of
the former Ecuadorian Customs Corporation, show how both coordinated actions to interfere in the judicial proceedings
against businessman Welmer Quezada Neira.

Quezada was accused in several instances of customs fraud for his import and export business, most of which were filed in
the courts of the North Criminal Judicial Unit of Guayaquil. However, the dismissals were dismissed by the Constitutional
Court, by Ruth Seni Pinoargote, one of the judges proposed by the Executive. In addition, in that same sentence the
Constitutional Court also asked the Judicial Council to investigate the conduct of the judges of the Chamber that ordered
the dismissal. Soon these judges were dismissed.

In this context, the content of these emails can be serious, since the lawyer of the CAE explicitly thanks Mera for its role in
achieving those resolutions. 'l do not want to miss the opportunity to thank you for all the help in the WQ issue (Welmer
Quezada) with the resolutions obtained from the CC (Constitutional Court) we are going to reactivate all the cases that are
possible here in Gye' (sic), Cortaza said in 2013, when the strategy was taking shape. In addition, on September 19, 2013,
Cortaza reported having taken action to move the cases from Quito to Guayaquil: 'l already returned the cases of UIO and
tomorrow | pass it to the criminal court of Guayas to order another preventive detention to WQ and company'. It is necessary

Ecuador Transparente
https://ecuadortransparente.org/



https://ecuadortransparente.org/

Sobre Colaboradores Contacto Enviar documentos

PERU
TINS

QLLLL

Para enfrentar la corrupciéon hay que revelarla

( B Enviar documentos )

— PERIODISMO DE INVESTIGACION Y ANALISIS DE DATOS

@CONVOCA X hiqre;r%re:c;hfo;LaRepub]ica.pe PODER E3UW'CRQ v7eRr0.PE

S
OjoPublico 24



https://leaks.pe/

Activism

25



WildLeaks: WildLife Protection 99

Elephant

w- I d l k o
" l‘VW/”) Multi-stakeholder Initiative by:

Elephant Action League (US)
The First International Platiorm for Environmental Investigation Agency (UK)

Wildlife Crime Whistieblowers Oxpeckers Center (South Africa)
EcoJust (NL)

Global Eye (Africa and Southeast Asia)

Multi-stakeholder organization taking action in a collaborative against Wildlife Crime

3 " aks Authorities
'/’é Send Tip / Collaborative | e Neos
4 J Investigation Action

Local Communities

The First International Platiorm for
Wildlife Grime Whistleblowers

Media




Human Rights Violations Reporting

27



Human Rights Violations Reporting

"Oasd Jasle” (e pgo 2
QL..:\)HGJL\JMJ}.)&A)'S)‘rl!AiJAZAJ:JHaLM.ﬂhLﬁJ&JA@AhMM| GlobaLeaks <y padius Luaiall 038
S el sl eyl dniin O (o e sted el ot s 55 Cilina ol 034 paancsy cpag M e cadd

Amnesty International (Saudi Arabia) -

AMLEA
AMNESTY https://www.amlea.org
INTERNATIONAL

GLOBALEAKS
Cour
‘/p/ \Q\' Pénale
\\(\@y Internationale Pilot Project
“¢ < International https://www.icc-cpi.int/carll
Criminal

Court


https://www.amlea.org
https://www.icc-cpi.int/carII

Anti-corruption Activism



ALAC: Transparency International ltaly

TRANSPARENCY
ALAL

INTERNATIONAL
ALLERTA ITALIA

Associazione contro la corruzione

https://www.transparency.it/alac

e Started in Nov 2014, 147 tips in 2016
® Strict questionnaires focusing on information quality
e Try to transfer Whistleblowers’ inquiries to the right channel

Experimental / Practical handling of anticorruption Tip, considering whistleblowers’ safety
Anticorruption
Deal with Officer

i "
“‘ﬂ‘ﬁ Send Tlp AL Whistleblowers Action
| ALLERTA

.~ Authorities



https://www.transparency.it/alac

XNetLeaks
Anti-Corruption Activism in Spain

X

Buzon de xnet
XNETLEAKS

>
LEAK TO FIGHT
CORRUPTION

Xnet's Mailbox: Leaks against corruption
https://xnet-x.net/en/xnetleaks/
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https://xnet-x.net/en/xnetleaks/

Barcelona Municipality Anticorruption Platform

www.barcelona.cat B2 Q catalaw ajuntament.barcelona.cat ©
Bustia Eticai de Bon Govern
Oficina per a la Transparéncia i les Bones Practiques

n QUEES? OBJECTIUS AMBIT DACTUACIO REQUISITS COM FUNCIONA? SEGUIMENT COMINICACIONS

First Governmental
Agency
promoting the use of
Tor
for Anti-Corruption!

l’

' =

Heu detectat una mala praxi a Utilitzant 'aplicacid, que garanteix Podeu escollir una comunicacié Podeu fer el seguiment de la
’Ajuntament de Barcelona i podeu la confidencialitat, podeu fer que totalment anonima. comunicacié a través d’un canal
aportar proves d'aquesta s’investigui el cas i s’actui per segur i conversar amb l’6rgan
conducta? millorar la integritat del sector gestor de la bustia, independent
public. en |'exercici de les seves funcions.

https://ajuntament.barcelona.cat/bustiaetica/ca

https://xnet-x.net/en/whistleblowing-platform-barcelona-city-council/ 32



https://ajuntament.barcelona.cat/bustiaetica/ca
https://xnet-x.net/en/whistleblowing-platform-barcelona-city-council/

S= Kontakty Pro média Oziveni v médiich  Partnefi a darci
bez ){korupce

Onds ¥ Codéldme ¥ Nasetémata v Kauzy Publikace

%] Oznamte korupci!

Domov » Jak oznamit korupci?

Jak oznamit korupci?

Preskocit primo k oznameni

Oznamujte bezpecné pomoci rozhrani Globaleaks!

GlobaLeaks je software, ktery i méné technicky zdatnym osobam umoziiuje podat oznameni o
korupci takovym zpilsobem, aby bylo mozné zarucit jejich anonymitu a ochranit obsah jejich
sdéleni za pouzity modernich kryptografickych nastroji. Nastroj umoziiuje dvé varianty oznameni
- diivérné a via Tor (o rozdilu mezi podanimi si prectéte nize na strance).

Oziveni je od &ervence 2015 jedingm poskytovatelem GlobaLeaks v CR.
Prijemci Vaseho oznameni budou vZdy respektovat Vasi anonymitu, at jste jiz vybrali variantu podani

divérného oznameni nebo via Tor, ktery zajistuje jak Vasi anonymitu, tak chrani obsah Vaseho sdéleni v

kvberprostoru. V pfipadé. Ze pouziiete podani via Tor. nemizeme ov§em zarucit anonvmitu Vaseho

Oznamte korupcni jednani
bezpecné a anonymné pomoci
zabezpeceného rozhrani
GlobaLeaks.

GLOBALEAKS

Chci oznamit nekalost

GlobaLeaks je open source projekt zaméreny na vytvoreni platformy pro
bezpecné a anonymni oznamovani nekalych jednani

K nekalému jednani dochazi
mnohem casteéji, nez je
medializovano. Dokazuiji to kauzy
z nasi pravni poradny:



Pistaljka: Anti Corruption Activism

http://pistalika.rs/

Initiative supported by:

o Q
pls a J a PENYBJIUKA
CPEHUJA
ATEHLIUJA
3A BOPBY
IMPOTUB
B D | P

@

Structured workflow of operation for Serbian wholesale anticorruption initiative

i
/(% Send Tip Issue FOIA
L pistaljka

34


http://pistaljka.rs/

Public Agencies
&
Corporations



Compliance, Compliance, Compliance

Scopriamo nel cammin di nostra vita che ci sono norme che obbligano
aziende pubbliche e private a dotarsi di sistemi di whistleblowing

ltalia: 190/2012 (Pubblico), 231/2001 (Privato)

Francia: Sapin2 (Privato)

USA: Sarbanex Oxley Act
UK: Anti-Bribery Act :
COMPLIANCE

e cosi via dicendo....
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Anticorruption in the Public Sector
Italy

Regione , ——
LOl%bordiO AZ]enda San]tar]a Locale http://www.aslbrescia.it
ASL B ' dela provincia di Brescia (Italianplftl:_alB;?JSbcl:ilz health
rescid

agency)

Illll Curiamo |8 CORRUZIONE ssmessmss

‘RIEMERGO
SPORTELLO LEGALITA
DELLE CAMERE
DI COMMERCIO
LOMBARDE

AUTOVIE VENETE
http://www.autovievenete.it
Venice’s Region https://www.sportelliriemergo.it
Highway Company 12 Lombardy Region

37
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http://www.aslbrescia.it
https://www.curiamolacorruzione.it
http://www.autovievenete.it
https://www.sportelliriemergo.it

IIIIl Invia una SegnaIaZione! Hai gia effettuato una segnalazione? Inserisci il tuo key code.

XXXX XXXX XXXX XXXX

Curiamo
la CORRUZIONE

PROJECY SUPPORTED BY SIEMENS
AS PART OF TRE SIEMENS INTEGRITY INITIATIY

Voglio fare una segnalazione in merito a

BARI - Asl CATANIA - Policlinico Vittorio Emanuele CATANZARO - Asp MELEGNANO E MARTESANA - Asst

ASLBA
——
ORBASSANO (TO) - AOU San Luigi Gonzaga RAGUSA - Asp SALERNO - Aou San Giovanni di Dio e Ruggi SARDEGNA - Ats
d'Aragona
& o 2
V€ eole
SIRACUSA - Asp

38



A.N.AC.

Autorita Nazionale AntiCorruzione e per la valutazione
e la trasparenza delle amministrazioni pubbliche

Rispondiamo alla consultazione pubblica sulle linee guida al whistleblowing
informatico

Facciamo circa 3 mesi di workshop pro-bono per spiegargli il software, capire le
loro esigenze e realizzare loro alcune features

Et voila https://servizi.anticorruzione.it/segnalazioni/ <--- GlobalLeaks! :-)

Tor Project
https://blog.torproject.org/italian-anti-corruption-authority-anac-adopts-onion-services

ToHr = - ABOUT TOR  DONATE
Blog

Italian Anti-Corruption Authority (ANAC) Adopts Onion
Services

39



https://servizi.anticorruzione.it/segnalazioni/

NSSF -~ @ Don’t let your boss

WHISTLE _
BLOWER | rob your benefits
] L Over 12,000 Employers are not

remitting their workers’ savings. Your
benefits are at stake and only you can
protect them.There’s a better way of

getting what’s yours.

. : I'm here to
I'm here to I'm here to CONFIRM MY
ASK BLOW EMPLOYER IS PAYING
QUESTIONS THE WHISTLE MY NSSE

. Click Below to Submit a Tip
Blow The Whistle
Blow the whistle
Over 12,000 employers are not remitting their worker's savings. Your
Have you already filed a submission? Enter your key code.

benefits are at stakeand only you can protect them.
XXXX XXXX XXXX XXXX

Simply click 'Blow the Whistle' on your right to securely and
anonmously blow the whistle and share information on non-compliance.

sneak up today and protect your benefits.
isha.org/#/

NSSF Whistleblower- Uganda’s National Security Pension Fund
https://www.nssf.julisha.org/
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https://www.nssf.julisha.org/

Settore privato? Multinazionali!

FALCK RENEWABLES

Dr.Oetker I I
€

g
& < EeDISON

€DF GROUP




Economic Sustainability Model

while keeping the original
non-profit social mission
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International Grant for Social Purposes

e

CENTER FOR TRANSPARENCY AND DIGITAL HUMAN RIGHTS

L
| ! OPEN TECHNOLOGY FUND
-

$234.000 + $108.400 + $120.000 per R&D Grant dal 2012 al 2018

USAID

FROM THE AMERICAN PEOPLE

$20.000 Project Inception (Serbian Media)

people unlimited

200.000 EUR -> Progetti nel sud del mondo (AfriLeaks, MexicoLeaks, EcuadorTrasparente, PeruLeaks) 43



Bln the meantime spontaneous adoption started....

More technical support requests...
More project deployment requests....

More software customization requests...

VALUE PROPOSITION,
CUSTOMERS, CHANNELS,
STRATEGIC PARTNERS, COST
STRUCTURE, REVENUE

STREAMS

44



i
WHISTLEBLOWING

https://www.whistleblowingosolutions.it

Strumento Giuridico: SIAVS - Startup Innovativa a Vocazione Sociale

Innovative Startup (non-profit) for the sustainability of the Globaleaks Project

Supporting Whistleblowing Projects with:

Professional Services

Technical Assistance

WB SAAS

Software and infrastructure Maintenance

Custom Development

----> Reinvesting 100% of earnings into Globaleaks and anticorruption initiatives
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https://www.whistleblowingosolutions.it

Supportare lo sviluppo di un
ecosistema economico

Modelli di business opensource, abilitare gli altri, abilitare gli altri.
Supporto software per Whistleblowing SAAS provider!

Multi-site - Multi-Tenancy - Provisioning API - Configuration Profile.

C’é chi allinea il progetto software con I'azienda e chi no

Ci sono gia 5 aziende in ltalia, 1 in svezia, 1 in olanda, 1 in chile, 1 in grecia
che erogano servizi su base GlobalLeaks!!!! :-)
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TRY.GLOBALEAKS.ORG

"1 Create your whistleblowing platform

GLOBALEAKS

Sign up

Domain *

[ Domain .try.globaleaks.org }

Name *

[ Name ] [ Surname ]

Email address *

[ Email address ]

Use Case *

[

© complete

Powered by Global eaks

a7


https://try.globaleaks.org

Copyright violations come se piovessero....

AGPL

Free Software

Free as in Freedom

Additional Terms AGPL 3.0 7/b

ADDITIONAL TERMS PURSUANT TO SECTION 7(b) OF AGPLv3

Pursuant to Section 7(b) of the AGPLv3, we require the preservation of the legal
notices, copyright notices and author attributions in the program and in its
documentation or in the Appropriate Legal Notices displayed by works containing
THL

The Program displays such notices in each user interface screen with an author
attribution that includes "Powered by Globaleaks".

For works containing the Program or any covered work, each interactive user
interface must include a prominent and conveniently accessible feature for the
display of Appropriate Legal Notices. This display must include author
attributions and copyright notices as found in the Program. This display of
these author attributions must be convenient for a user wishing to browse
credits, shown in a manner separate and distinct from license texts, and
commensurately prominent with respect to other author attributions.

To the extent that it is technically feasible and not obtrusive, the graphical
form of these author attributions, such as a "Powered by GlobalLeaks" logo, must
be preserved; otherwise, a textual equivalent is permitted. When users click on
the "Powered by GlobalLeaks" logo it must direct them back to the
https://www.globaleaks.org website.

We require the Appropriate Legal Notices to be preserved clearly visible with
size of the fonts and icons proportionate to the user interface being used.

Any party that wishes to remove the author attribution from the user interfaces
is required to obtain written consent from Whistleblowing Solutions I.S. SRL.
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Roadmap Project-Driven +
Supporto per Need-Finding

Lo sviluppo di un progetto di software libero deve tenere di conto sia le
esigenze degli sviluppatori ma soprattutto le esigenze degli.... END USERS!

La roadmap di “lungo periodo” rappresenta la vision verso cui tendere, ma il
piano operativo deve essere orientato al mercato e agli utilizzatori finali:

PRODUCT

ROADMAP

Supporto tecnico non significa risolvere problemi ma comprendere esigenze
che servono a influenzare la roadmap di sviluppo software.

49



Obiettivi finanziari chiari

Definire gli obiettivi finanziari &€ importante per chiarire al “mercato” la non volonta
di “arricchirsi” con il progetto.

Il progetto Globaleaks ha l'obiettivo di 250.000 euro/anno entro il 2020.

L’obiettivo € comunicato a tutti i “potenziali clienti” rendendo chiaro che il loro
progetto € un contributo affinché il software sia manutenuto e libero per tutti nel
tempo.
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Grazie mille

Domande?

51



THANK YOU FOR THE ATTENTION

THANK YOU

Please feel free to reach out!

Fabio Pietrosanti
fabio.pietrosanti@hermescenter.org

naif@globaleaks.org

https://www.globaleaks.org
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Italian Hacker Camp 2018
https://ihc.camp

el ,.5-.—; IHC PROGRAMMA LOGISTICA CODICEDICONDOTTA COMMUNITY FAQ

130_ 21 59 14

DAYS HOURS MINUTES SECONDS

IHC
2-5 WST(Q1 8 - PADOVA, IT

REGISTRATI PROPONI UN PARTECIPA COME
ALLEVENTO TALK/LAB COMMUNITY


https://ihc.camp

