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Chi siamo - Dove andiamo e Cosa facciamo?
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https://globaleaks.org 
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Whistleblowing...everywhere

https://www.globaleaks.org/implementations/ 

+25 languages
+200 projects worldwide
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2011, The Starting Point

WikiLeaks, Chelsea Manning, Collateral Murder

8



GlobaLeaks: The Idea

Build a usable platform to support secure 
and anonymous whistleblowing. 

Worldwide.
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2011’s GlobaLeaks vision
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Backend: Python
(Twisted / Storm / Tor / python-cryptography...)

Frontend: JS
(AngularJS, Bootsrap, OpenPGP.js...)

GlobaLeaks Tech
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State of the 
Research

Designed for usability, GlobaLeaks enabled hundreds of 
NGOs to create their own secure whistleblowing platform.

Current implementation now targets enabling those NGOs  
to serve each several partner organizations or groups.

For this reason GlobaLeaks now offers:

● A multi-site (multi-tenancy) implementation;
● Integration with Let’sEncrypt to ease HTTPS setup;
● Full features list at: 

http://docs.globaleaks.org/en/latest/Features.html 

Read more about the documentation at: 
http://docs.globaleaks.org/en/latest/ 
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Ok, ma alla fine chi lo usa questo software?

Veloce overview per farsi una idea...
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Journalism & Media

15



https://irpi.eu/irpileaks/
http://atlatszo.hu/magyarleaks/ 

http://www.perun.rs/ 

Investigative Journalism Digital Dropbox
• Investigative journalist groups acting on topics of public interest
• Journalistic investigation and fact-checking done in-house
• Publishing of scoops and articles

Select Category

Send Tip

Fact Checking

Investigative 
Journalism

Media Publishing

Coordinate 
release across 
multiple media
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42 media partners
• National Media
• Printed Journals
• Online Media
• TV
• Local Media

https://publeaks.nl  

PubLeaks Foundation
• Media Consortium 
• IT infrastructure management
• Can’t access leaks
• Provides technical support
• Provides “Secure” Laptops 

Reports received in few months proved
• Abuse of power by politicians
• Abuse of public funds https://secure.publeaks.nl  

Multi-stakeholder Digital Whistleblowing
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Key Points:
• Stimulate cooperation
• Stimulate competition
• Whistleblower select recipient based on the media’s reputation

Select Media

Send Tip

Fact 
Checking

Max 3 in 
parallel 

out of 42

IF only 1 media

IF multiple media
receive the leaks

Exclusivity

• Embargo Period
• Cooperation Rules

Publishing
on media
platform 

(web, 
printed, tv)

MUST write that 
source came 

from Publeaks
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https://www.sourcesure.eu
By Le Monde, La Libre, Rtbf, Le Soir... (“Francophone PubLeaks”) 20

https://www.sourcesure.eu


MANY OTHERS

https://mexicoleaks.mx 
PubLeaks Mexico (w/multiple Mexican Media, financed by Free Press Unlimited 

with organization by Association Whistleblowing Press) 21

https://mexicoleaks.mx


MANY OTHERS

https://filtrala.org 
“PubLeaks Spain” @filtrala with more than 5 

Spanish media partners and NGOs, organized 
by Association Whistleblowing Press 

22

https://filtrala.org


Ecuador Transparente
https://ecuadortransparente.org/ 23

https://ecuadortransparente.org/


PeruLeaks 

https://leaks.pe/ 
Media Partners
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Activism
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Multi-stakeholder Initiative by:

Elephant Action League (US)
Environmental Investigation Agency (UK)
Oxpeckers Center (South Africa)
EcoJust (NL)
Global Eye (Africa and Southeast Asia)

https://wildleaks.org/

WildLeaks: WildLife Protection 

Multi-stakeholder organization taking action in a collaborative against  Wildlife Crime

Send Tip Collaborative
Investigation Action

Authorities

Media

Local Communities

Other NGOs
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Human Rights Violations Reporting
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Human Rights Violations Reporting

Amnesty International (Saudi Arabia) - 
AMLEA

https://www.amlea.org 

Pilot Project
https://www.icc-cpi.int/carII
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Anti-corruption Activism
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https://www.transparency.it/alac

ALAC: Transparency International Italy

Send Tip

Experimental / Practical handling of anticorruption Tip, considering whistleblowers’ safety

● Started in Nov 2014, 147 tips in 2016 
● Strict questionnaires focusing on information quality
● Try to transfer Whistleblowers’ inquiries to the right channel

Deal with 
Whistleblowers

Action

Media

Authorities

ANAC

Anticorruption 
Officer
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XNetLeaks 
Anti-Corruption Activism in Spain

Xnet's Mailbox: Leaks against corruption
https://xnet-x.net/en/xnetleaks/ 
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Barcelona Municipality Anticorruption Platform

https://ajuntament.barcelona.cat/bustiaetica/ca 
https://xnet-x.net/en/whistleblowing-platform-barcelona-city-council/ 

First Governmental 
Agency

promoting the use of 
Tor

for Anti-Corruption!
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Initiative supported by:http://pistaljka.rs/ 

Pistaljka: Anti Corruption Activism

Send Tip Issue FOIA Serbian
Gov

Authorities

Media

Structured workflow of operation for Serbian wholesale anticorruption initiative 
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Public Agencies
& 

Corporations
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Compliance, Compliance, Compliance

Scopriamo nel cammin di nostra vita che ci sono norme che obbligano 
aziende pubbliche e private a dotarsi di sistemi di whistleblowing

Italia: 190/2012 (Pubblico), 231/2001 (Privato)

Francia: Sapin2 (Privato)

USA: Sarbanex Oxley Act

UK: Anti-Bribery Act

e così via dicendo....
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http://www.aslbrescia.it 
ASL Brescia 

(Italian local public health 
agency)

Anticorruption in the Public Sector
Italy

https://www.curiamolacorruzione.it 
6 ASL in partnership with TI-it

http://www.autovievenete.it
Venice’s Region 

Highway Company
https://www.sportelliriemergo.it

12 Lombardy Region
Chambers of Commerce 37
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ANAC - Autorità Nazionale Anticorruzione

Rispondiamo alla consultazione pubblica sulle linee guida al whistleblowing 
informatico

Facciamo circa 3 mesi di workshop pro-bono per spiegargli il software, capire le 
loro esigenze e realizzare loro alcune features

Et voilà https://servizi.anticorruzione.it/segnalazioni/ <--- GlobaLeaks! :-)

Tor Project 
https://blog.torproject.org/italian-anti-corruption-authority-anac-adopts-onion-services
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NSSF Whistleblower- Uganda’s National Security Pension Fund
https://www.nssf.julisha.org/ 40

https://www.nssf.julisha.org/


Settore privato? Multinazionali!
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Economic Sustainability Model

while keeping the original 
non-profit social mission
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International Grant for Social Purposes

43200.000 EUR -> Progetti nel sud del mondo (AfriLeaks, MexicoLeaks, EcuadorTrasparente, PeruLeaks)

$234.000 + $108.400 + $120.000 per R&D Grant dal 2012 al 2018

$20.000 Project Inception (Serbian Media)



BIn the meantime spontaneous adoption started....

More technical support requests...

More project deployment requests....

More software customization requests...
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https://www.whistleblowingosolutions.it

Strumento Giuridico: SIAVS - Startup Innovativa a Vocazione Sociale

Innovative Startup (non-profit) for the sustainability of the GlobaLeaks Project

Supporting Whistleblowing Projects with:

● Professional Services
● Technical Assistance
● WB SAAS
● Software and infrastructure Maintenance
● Custom Development

   ----> Reinvesting 100% of earnings into GlobaLeaks and anticorruption initiatives
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Supportare lo sviluppo di un 
ecosistema economico

Modelli di business opensource, abilitare gli altri, abilitare gli altri.

Supporto software per Whistleblowing SAAS provider!

Multi-site - Multi-Tenancy - Provisioning API - Configuration Profile.

C’è chi allinea il progetto software con l’azienda e chi no 

=

Ci sono già 5 aziende in Italia, 1 in svezia, 1 in olanda, 1 in chile, 1 in grecia 
che erogano servizi su base GlobaLeaks!!!! :-)
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TRY.GLOBALEAKS.ORG 
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Copyright violations come se piovessero....

Additional Terms AGPL 3.0 7/b
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Roadmap Project-Driven +
Supporto per Need-Finding

Lo sviluppo di un progetto di software libero deve tenere di conto sia le 
esigenze degli sviluppatori ma soprattutto le esigenze degli.... END USERS!

La roadmap di “lungo periodo” rappresenta la vision verso cui tendere, ma il 
piano operativo deve essere orientato al mercato e agli utilizzatori finali:

Supporto tecnico non significa risolvere problemi ma comprendere esigenze 
che servono a influenzare la roadmap di sviluppo software.
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Obiettivi finanziari chiari

Definire gli obiettivi finanziari è importante per chiarire al “mercato” la non volontà 
di “arricchirsi” con il progetto.

Il progetto GlobaLeaks ha l’obiettivo di 250.000 euro/anno entro il 2020.

L’obiettivo è comunicato a tutti i “potenziali clienti” rendendo chiaro che il loro 
progetto è un contributo affinché il software sia manutenuto e libero per tutti nel 
tempo. 
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Grazie mille

Domande?
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THANK YOU FOR THE ATTENTION

Please feel free to reach out!

Fabio Pietrosanti
fabio.pietrosanti@hermescenter.org
naif@globaleaks.org
-- 
https://www.globaleaks.org 
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Italian Hacker Camp 2018
https://ihc.camp 
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